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It is a requirement of the General Data Protection Regulations that all new 
systems, processes or services have a DPIA conducted prior to go-live to ensure 
due consideration of data protection by design and default. 

During the period under which organisations are responding to the COVID-19 
pandemic, this short form can be used to capture key elements of the project or 
system being implemented, after which a retrospective full DPIA must be 
completed. This questionnaire will still be reviewed by the relevant stakeholders 
and will be signed off by the Information Asset Owner/SIRO and sent to the IG 
Lead to ensure that the DPIA log is continually updated. 
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Project/Service Lead contact details 

Senior Responsible Officer for the 
Project (name, job title, email 

address, contact details) 

Siân Hopkinson 

Deputy Director of Primary Care Transformation (Sutton) 
NHS South West London CCG 
020 3922 2294 
sian.hopkinson@swlondon.nhs.uk 

Purpose of the Project/Service 

Project/Service Name Vaccinations for COVID-19 for NHS patients at vaccination centres, 
(PCNs/GPs,) Care homes and Community Pharmacies 

Full project details and rationale In order to facilitate the fast deployment of COVID-19 vaccines for NHS patients, the 
following process will be followed: 

 
For appointment booking, the organisation will use the AccuRx Covid invitation and 
booking system. EMIS Community has been used at the commencement of the 
vaccination campaign and may still be used as a back-up. 

 
A form will be provided to the patient, who completes this and submits this to the 
vaccinating organisation. The organisation (practice) enters and checks the patient 
data into Pinnacle. The data on the patient form is then added into AccuRx where 
the patient will be registered and be able to select the initial vaccination 
appointment. AccuRx will automatically allot the follow up vaccination 
appointment. 

 
Once the initial appointment is selected, the information is transmitted to Pinnacle 
(the platform is called Outcomes4Health, Pinnacle is an EMIS Group company), 
where Pinnacle locate the patient using first name, surname, NHS number and local 
EMIS Web patient administration system (PAS). 

 
Pinnacle integrates directly with: 

• Personal Demographics Service (PDS) 

• National Immunisation Management Systems (NIMS) 

• EMIS Web 
 

The patient will attend the appointment where the Pinnacle system will complete 
pre-vaccination documentation, verifying the patient against the PDS and obtaining 
consent to vaccinate. 

 
Pinnacle integrates with NIMS at this point, which will bring up the patient’s 
vaccination status for both flu and COVID-19. The patient will also be asked if they 
consent to receive the relevant patient information leaflet via email (recorded on 
Pinnacle); if no email is provided, the patient will be given a hard copy leaflet at the 
time of vaccination. 

 
The vaccinator will then see the patient and update Pinnacle with name of person 
who has drawn up the vaccine and the vaccinator name. Batch-code entry of the 
vaccine data will populate Pinnacle with details of the vaccine event (vaccine 
information, expiry date, batch numbers, time and advice given). 

 

Due to problems with Pinnacle, some patient records are retained on paper and 
transferred to Sutton practices where the data is entered retrospectively by practice 

mailto:sian.hopkinson@swlondon.nhs.uk
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staff into the relevant patient record. Once entered, the paper record is destroyed. 
This is a temporary back-up process until issues with the Pinnacle system are 
resolved. 

 
(For care home vaccinations, the setting will be captured to allow financial 
incentives to be paid) 

 

The vaccine is delivered, and the record saved, thus updating NIMS and the GP 
record (within 24 hours) - for EMIS, currently this is converted to a readable PDF and 
the GP can add this to the patient’s record (a direct auto upload is being worked on 
to remove this manual step). This will be delivered via digimeds FHIR ITK API in place 
within EMIS. 

 
Pinnacle is accessed via the internet using Chrome, Safari, Edge, Firefox and does 
not need to link via the organisation’s network. 

 
The patient will be given a patient vaccination record card, detailing the patient 
name, name of vaccine, batch no, date given and details of second vaccination date.  

 

If there are any issues arising from the vaccination for the patients, this information 
will be entered into Pinnacle and reported via the Yellow Card Scheme (details of 
process to be confirmed from Pinnacle). Adverse reactions can also be reported by 
clinicians, individuals or carers on https://coronavirus-yellowcard.mhra.gov.uk/ or 
by searching for MHRA Yellow Card in the Google Play or Apple App Store. 

 

Further information about Pinnacle, including FAQs, is available at: 
https://outcomes4health.org/o4h/help/home?covid 

 

The detail of each vaccination event is sent via NHS Digital to the central 
immunisation management system and central operational management reporting, 
from where they can get detail on vaccine uptake at a site level if needed, including 
missed appointments, and declined vaccinations. 

 
Aggregate data is fed into NHS England’s Foundry system and sent onward to the 
national COVID-19 Data Store. 

Name of system / application being 
used 

 
Swift Queue/Pinnacle / EMIS Web/ NIMS / Foundry 

Details of the system / application in 
use elsewhere within UK 

Swift Queue is used in many NHS primary care settings nationally and the booking 
systems have been procured locally via the agreed procurement framework. 
Pinnacle is being rolled out as the national patient vaccination system (in non-acute 
settings) by NHS England and NHS Digital. 
EMIS Web is a well-established national patient administration system. 
Foundry is a NHSE national system. 

Risk assessment and mitigation 

https://outcomes4health.org/o4h/help/home?covid


Data Protection Impact Assessment Questionnaire 

4 

 

 

 
 

Are there any risks to the Confidentiality of personal data? Confidentiality is defined as unauthorised disclosure of, or access 
to, personal data. 
There have been issues with the availability of the Pinnacle platform which have been reported nationally. The mitigation for 
this is (only when the system is down) to record vaccination data on paper as a back up and the associated risks have been 
documented within a separate DPIA; please see “Short DPIA - COVID paper vaccination records”. 
The technical details are not yet known for how the data will travel between the systems; this will be updated once further 
information is received. 

Are there any risks to the Integrity of personal data? Integrity is defined as unauthorised or accidental alteration of personal 
data. 
As per risk in confidentiality section, the Pinnacle platform has had availability issues. Where the back up paper system is 
used, the data is not entered into the system contemporaneously so may lead to transcription errors when it is entered into 
Pinnacle (see paper records DPIA for further information). 
Full details of how the data will flow between the systems have not yet been received, so it is not possible to confirm whether 
there are or are not risks to data integrity at this time. There are currently no known risks, but this will be updated once more 
information is received. 

Are there any risks to the Availability of personal data? Availability is defined as unauthorised or accidental loss of access to, 
or destruction of personal data. 
As per risk in confidentiality section, the Pinnacle platform has had availability issues. Where the back up paper system is 
used, the data is held on paper and so is liable to be lost or destroyed (see paper records DPIA for further information). 
Full details of how the data will flow between systems have not yet been received, so it is not possible to fully assess risks to 
data availability at this time. This will be updated once more information is received. 

Are there any known or immediate technical / IT / Information Security / Cyber Security concerns? 
As per risk in confidentiality section, the Pinnacle platform has had availability issues (see paper records DPIA). 
The technical details are not yet known for how the data will flow between the systems, so it is not possible to confirm 
whether there are or are not technical/IT/information security/cyber security risks at this time. This will be updated once 
more information is received. 

If the answer is “Yes” to any questions in this section, how are these to be reduced or mitigated? 

Once the mitigations are implemented, how would you score any remaining risk in the following Risk 
Assessment? If you consider that there are no remaining risks give a value of 1 for both Likelihood and Severity. 

 
 
 
 
 
 
 

 
Any risks scoring above 6 will need to be reviewed by either the organisations Senior Information Risk Owner, Data Protection 

Officer or a Directorial member of staff (depending on availability during the pandemic). 
 

As DPO, I have reviewed this and confirm that the level of data risk has been recognised and is being managed and is 
proportionate to the benefits of the vaccination programme to patients. 

 

Miles Dagnall 
Sutton GP Federation DPO 

Likelihood (please tick)  
 

x 

Severity (please tick)  
 

= 

 
 

9 

1  Rare 1  Negligible 

2  Unlikely 2  Minor 

3 x Possible 3 x Moderate 

4  Likely 4  Major 

5  Almost certain 5  Catastrophic 
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Key Contacts 

Name: 
Job Title: 
Email: 
Extension/Mobile Number: 

 
Name: 
Job Title: 
Email: 
Extension/Mobile Number: 

 
 
 
 
 

Miles Dagnall 
Data Protection Officer 
miles.dagnall@nhs.net 
0333 3446621 

Date: 
 

 
 
 

 

IG Comments and Recommendations 

(Pinnacle and NIMS national DPIAs and associated documentation to be embedded). 
 

This DPIA has been drafted with the limited information available at the time of writing and will be updated once 
further information is received from NHS England/NHS Digital. Information on the process flow for Pinnacle has 
been extracted from the Outcomes4Health website https://outcomes4health.org/o4h/help/home?covid. 

 
The NIMS privacy notice is available at: https://www.england.nhs.uk/contact-us/privacy-notice/national-flu- 
vaccination-programme/ 

 

Date: 
 

IG Lead: Kevin Belcher 

 

Once completed, please send this form to: nelcsu.information-governance@nhs.net 
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